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Part	I:	The	Feasibility	and	Implementation	of	Decentralized	APIs	(dAPIs)
The	modern	 digital	 ecosystem	 is	 built	 upon	 Application	 Programming	 Interfaces	 (APIs).	 They	 are	 the	 fundamental
connective	tissue	that	allows	disparate	software	systems	to	communicate,	share	data,	and	interoperate.	However,	the
predominant	model	for	API	architecture—the	centralized	model—carries	 inherent	structural	risks	related	to	control,
security,	and	censorship.	This	report	begins	by	exploring	the	feasibility	of	decentralizing	this	critical	infrastructure,	a
paradigm	 shift	 that	 promises	 to	 enhance	 resilience	 and	 user	 sovereignty.	 It	 will	 deconstruct	 the	 concept	 of	 a
decentralized	API	(dAPI),	analyze	the	primary	methodologies	for	its	implementation,	and	provide	a	technical	deep	dive
into	the	leading	tools	and	platforms	that	enable	this	transformation.

Section	1:	Foundational	Principles	of	API	Decentralization
To	 comprehend	 the	 value	 and	 complexity	 of	 decentralizing	 an	 API,	 it	 is	 first	 necessary	 to	 establish	 a	 firm
understanding	of	the	existing	centralized	paradigm	and	its	limitations.	Only	then	can	the	principles	and	benefits	of	the
decentralized	alternative	be	 fully	 appreciated.	This	 section	 lays	 the	 conceptual	 groundwork	 for	 the	 entire	 analysis,
defining	the	core	concepts	and	establishing	the	fundamental	trade-offs	between	the	two	architectural	models.

1.1	The	Centralized	API	Model:	A	Critical	Review
The	 traditional	 API	 operates	 on	 a	 client-server	 model,	 a	 ubiquitous	 architecture	 in	 which	 a	 single,	 central	 entity
controls	the	server,	the	data	it	holds,	and	the	application	logic	that	governs	its	use.1	When	a	developer	integrates	a
service	like	a	payment	gateway	or	a	mapping	function	into	their	application,	they	are	making	calls	to	an	API	endpoint
hosted	on	a	 server	 owned	and	operated	by	 that	 service	provider.	 This	model	 is	 characterized	by	 its	 simplicity	 and
performance;	centralized	servers	can	be	highly	optimized	for	speed	and	efficiency,	providing	fast	response	times	for
users.1

However,	this	centralization	introduces	significant	and	often	unavoidable	vulnerabilities.	The	most	critical	of	these	is
the	existence	of	a	single	point	of	failure.2	If	the	central	server	or	its	database	experiences	an	outage,	the	entire	service
becomes	inaccessible,	potentially	crippling	all	applications	that	depend	on	it.	This	creates	a	fragile	dependency	that
can	have	cascading	effects	across	the	digital	economy.

Furthermore,	the	central	server	represents	a	single	point	of	compromise,	making	it	a	high-value	target	for	malicious
actors.2	A	successful	breach	of	this	one	node	can	potentially	expose	the	data	of	all	users	of	the	service.	This	contrasts
sharply	 with	 a	 decentralized	 model,	 where	 an	 attacker	 would	 need	 to	 compromise	 numerous	 distributed	 nodes
simultaneously	to	achieve	a	similar	impact.2	Finally,	the	centralized	model	grants	the	controlling	entity	the	power	of
censorship.	The	provider	can	unilaterally	decide	to	modify	data,	deny	service	to	specific	users	or	applications,	or	shut
down	the	service	entirely,	posing	a	fundamental	risk	to	the	principles	of	open	and	unrestricted	access	to	information.1

1.2	Defining	the	Decentralized	API	(dAPI)
In	 response	 to	 the	 limitations	 of	 the	 centralized	model,	 the	 concept	 of	 a	 decentralized	API,	 or	 dAPI,	 has	 emerged,
primarily	from	within	the	blockchain	and	Web3	ecosystems.4	A	dAPI	is	a	set	of	protocols	that	allows	different	software
applications	to	communicate	with	one	another	without	relying	on	a	central	server.5	At	 its	core	 is	the	distribution	of
both	data	and	operational	functions	across	a	wide	network	of	independent,	computer-operated	nodes.4

This	architecture	fundamentally	alters	the	flow	of	information	and	the	structure	of	trust.	Instead	of	a	single	company
controlling	 the	 API,	 it	 is	 governed	 by	 a	 network	 of	 participants	 running	 specific	 software.6	 This	 peer-to-peer
technology	 ensures	 that	 no	 single	 entity	 has	 unilateral	 control	 over	 the	 data	 or	 the	 network’s	 operation.2	 In	 this
model,	developers	can	 interact	with	decentralized	networks,	such	as	blockchains,	 in	a	secure	and	resilient	manner,
making	 dAPIs	 a	 pivotal	 component	 for	 building	 truly	 decentralized	 applications	 (dApps).4	 A	 key	 philosophical	 shift
introduced	by	dAPIs	is	the	enhancement	of	data	sovereignty;	data	owners,	rather	than	service	providers,	gain	more
direct	 control	 over	 how	 their	 data	 is	 accessed	 and	 used,	 a	 significant	 departure	 from	 the	 vulnerabilities	 posed	 by



centralized	oversight.4

1.3	Core	Benefits	of	API	Decentralization
The	architectural	shift	from	a	centralized	to	a	decentralized	model	yields	several	profound	benefits	that	address	the
primary	weaknesses	of	the	traditional	approach.

Enhanced	Security	and	Resilience:	By	distributing	functions	across	a	network	of	nodes,	dAPIs	eliminate	the
single	point	of	failure	and	single	point	of	compromise	that	characterize	centralized	systems.	An	attack	or	failure	at
one	node	does	not	bring	down	the	entire	network,	as	other	nodes	can	continue	to	operate,	ensuring	higher	overall
resilience	and	reliability.2

Censorship	Resistance:	In	a	decentralized	network,	there	is	no	central	authority	with	the	power	to	block,	filter,
or	manipulate	the	data	flowing	through	the	API.	This	makes	dAPIs	inherently	resistant	to	censorship,	ensuring
that	information	remains	accessible	and	that	services	cannot	be	arbitrarily	denied	to	users.1

Improved	Trust	and	Transparency:	dAPI	services	are	often	intrinsically	linked	to	blockchain	technology.	Data
passing	through	these	APIs	can	be	secured	cryptographically	and	recorded	on	an	immutable	public	ledger.	This
creates	a	transparent	and	auditable	trail,	allowing	users	to	trust	the	integrity	of	the	data	without	needing	to	trust
a	central	intermediary.1

Greater	Interoperability:	dAPIs	are	playing	a	crucial	role	in	fostering	communication	and	data	exchange
between	disparate	blockchain	networks.	They	provide	a	standardized	way	for	different	digital	ledgers	to	interact,
which	is	essential	for	the	growth	of	a	multi-chain	ecosystem	and	for	building	complex	applications	that	span
multiple	platforms.4

While	these	benefits	are	significant,	it	is	important	to	note	that	they	often	come	with	trade-offs.	Decentralized	systems
can	suffer	from	higher	latency	and	slower	performance	compared	to	highly	optimized	centralized	servers,	and	the	cost
of	operations,	particularly	those	involving	on-chain	transactions,	can	be	higher.1

Table	1:	Centralized	API	vs.	Decentralized	API	(dAPI)	Characteristics
To	 provide	 a	 clear,	 at-a-glance	 summary	 of	 these	 differences,	 the	 following	 table	 contrasts	 the	 two	 architectural
paradigms	across	several	key	characteristics.

Characteristic Centralized	API Decentralized	API	(dAPI)

Control Managed	by	a	single	entity	or	organization.1 Distributed	across	a	peer-to-peer	network;
often	governed	by	a	community	or	DAO.1

Data	Storage Data	is	stored	on	a	central	server	or	database.1 Data	is	stored	on	a	blockchain	or	distributed
across	a	network	of	nodes.1

Point	of	Failure Single	point	of	failure;	if	the	central	server	fails,
the	system	goes	down.2

Multiple	points	of	failure;	resilient	to	individual
node	failures.2

Security	Vulnerability A	single,	high-value	target	for	hackers;	one
breach	can	compromise	all	data.2

Attack	surface	is	distributed;	compromising	the
network	requires	controlling	many	nodes.2

Censorship	Risk High;	the	controlling	entity	can	censor	data	or
deny	service.1

Low;	resistant	to	censorship	as	there	is	no
central	authority	to	impose	it.1

Performance Typically	faster	and	more	responsive	due	to
optimized	central	servers.1

May	experience	slower	speeds	and	higher
latency	due	to	network	consensus	and
distribution.1

Governance Decisions	are	made	by	the	centralized
authority.1

Often	involves	community	governance	and
consensus	mechanisms.1

Cost	of	Operation Can	have	lower	operational	costs	for	the
provider.1

Can	incur	higher	costs	due	to	transaction	fees
and	data	storage	redundancy.1

A	nuanced	 analysis	 reveals	 that	 the	 term	 “dAPI”	 is	 not	monolithic.	 It	 represents	 an	umbrella	 concept	 for	 different
technologies	that	solve	distinct	problems.	A	critical	first	step	in	architectural	design	is	to	understand	this	distinction.
The	evidence	points	to	two	primary	categories	of	dAPIs.	The	first	category	focuses	on	decentralizing	the	bridge	for
off-chain	data.	This	model,	often	associated	with	the	“oracle	problem,”	is	concerned	with	securely	bringing	external,
real-world	 data—such	 as	 financial	market	 prices	 or	weather	 information—onto	 a	 blockchain.7	 The	 second	 category
focuses	 on	decentralizing	 the	query	 layer	 for	 on-chain	data.	 This	model	 addresses	 the	 challenge	 of	 efficiently



accessing	and	organizing	data	that	already	exists	within	a	decentralized	application	or	protocol,	such	as	transaction
histories	on	the	Ethereum	blockchain	or	files	stored	on	the	InterPlanetary	File	System	(IPFS).6

The	choice	between	these	two	models	depends	entirely	on	the	nature	of	the	data	your	application	needs	to	access.	Is
the	data	generated	in	the	outside	world	(off-chain),	or	is	it	native	to	a	blockchain	(on-chain)?	Answering	this	question
is	the	first	and	most	crucial	step	in	navigating	the	dAPI	landscape	and	selecting	the	appropriate	set	of	tools,	as	the
subsequent	sections	will	explore	in	detail.

Section	2:	Method	I	-	First-Party	Oracles:	The	API3	Architecture
The	 first	major	 implementation	pattern	 for	dAPIs	directly	 confronts	one	of	 the	most	 fundamental	 challenges	 in	 the
blockchain	space:	the	“oracle	problem.”	This	section	provides	a	technical	deep	dive	into	this	problem	and	examines
the	architectural	solution	proposed	by	API3,	a	project	that	aims	to	decentralize	the	data	bridge	by	empowering	the
data	sources	themselves.

2.1	The	Oracle	Problem:	A	Prerequisite	for	Understanding	dAPIs
Blockchains	 are,	 by	 design,	 deterministic	 and	 isolated	 systems.	 Their	 security	 model	 relies	 on	 every	 node	 in	 the
network	being	able	to	independently	verify	every	transaction	and	reach	the	same	conclusion.	To	achieve	this,	a	smart
contract	 can	 only	 access	 data	 that	 is	 already	 present	 within	 its	 own	 blockchain	 environment.7	 It	 has	 no	 native
capability	 to	make	a	network	 call	 to	 an	external,	 third-party	API	 to	 fetch	 real-world	data	 like	 current	 stock	prices,
weather	conditions,	or	the	outcome	of	a	sports	event.7	This	inherent	limitation	is	known	as	the	“oracle	problem”.7

Without	 a	 solution	 to	 this	 problem,	 the	 utility	 of	 smart	 contracts	 would	 be	 severely	 restricted	 to	 token-centric
operations.	To	enable	the	vast	range	of	potential	use	cases—from	decentralized	finance	(DeFi)	and	insurance	to	supply
chain	management—a	secure	bridge	is	needed	to	feed	external	data	to	on-chain	contracts.	This	bridge	is	the	function
of	a	blockchain	oracle.8	Oracles	are	middleware	services	that	find,	verify,	and	transmit	off-chain	information	to	smart
contracts,	allowing	them	to	execute	based	on	real-world	inputs	and	events.13

2.2	API3’s	Solution:	The	First-Party	Oracle	Model
Many	 existing	 oracle	 solutions,	 such	 as	 Chainlink,	 operate	 by	 creating	 a	 decentralized	 network	 of	 third-party,
independent	 node	 operators.	 These	 operators	 fetch	 data	 from	 various	 APIs,	 aggregate	 it,	 and	 report	 it	 to	 the
blockchain.	API3	argues	that	this	model	introduces	an	unnecessary	and	vulnerable	layer	of	middlemen.15	These	third-
party	 nodes	 add	 cost	 and	 complexity,	 and	 because	 they	 are	 another	 layer	 between	 the	 data	 source	 and	 the	 smart
contract,	they	represent	an	additional	attack	surface.15

API3’s	solution	is	to	eliminate	this	third-party	layer	entirely.	It	proposes	a	first-party	oracle	model,	where	the	API
providers	themselves—the	original	sources	of	the	data—operate	their	own	oracle	nodes.17	In	this	architecture,	a	dApp
requesting	financial	data	from	a	provider	like	Bloomberg	would	receive	that	data	from	an	oracle	node	run	directly	by
Bloomberg.	The	data	is	signed	cryptographically	at	its	source,	providing	a	much	higher	degree	of	data	transparency
and	security,	as	it	removes	the	risk	of	manipulation	by	an	intermediary.17	This	approach	aims	to	create	dAPIs	that	are
more	secure,	cost-efficient,	and	transparent	than	alternatives	that	rely	on	middlemen.15

2.3	Technical	Deep	Dive:	Airnode
The	cornerstone	of	API3’s	architecture	is	Airnode,	the	technology	that	enables	the	first-party	model	to	be	practical
for	 API	 providers.19	 Airnode	 is	 an	 open-source,	 lightweight,	 and	 serverless	 oracle	 node	 specifically	 designed	 to	 be
deployed	 with	 minimal	 effort	 by	 the	 API	 providers.18	 The	 term	 “serverless”	 refers	 to	 its	 ability	 to	 leverage	 cloud
provider	services	 (like	AWS	Lambda),	which	manage	the	underlying	server	 infrastructure,	so	the	API	provider	does
not	need	to	run	and	maintain	a	dedicated	server	24/7.

The	design	philosophy	behind	Airnode	is	to	be	a	“set-and-forget”	solution.18	It	is	engineered	to	be	deployed	in	minutes,
requiring	no	specialized	blockchain	development	knowledge	or	ongoing,	active	maintenance	from	the	API	provider.16
Functionally,	 Airnode	 acts	 as	 a	 lightweight	 wrapper	 around	 any	 standard	 Web	 API,	 making	 it	 compatible	 with
blockchain	protocols.	It	listens	for	requests	from	smart	contracts,	forwards	them	to	the	provider’s	API,	retrieves	the
response,	 and	 delivers	 it	 back	 to	 the	 blockchain,	 handling	 all	 the	 necessary	 cryptographic	 signing	 and	 transaction
formatting.18	By	drastically	 lowering	 the	 technical	 and	operational	barriers	 to	 entry,	Airnode	 is	 the	key	 component
that	incentivizes	traditional	data	providers	to	participate	directly	in	the	Web3	ecosystem.21

2.4	Governance	and	Security:	The	API3	DAO



The	 entire	 API3	 ecosystem	 is	 governed	 by	 a	 Decentralized	 Autonomous	 Organization	 (DAO).17	 The	 API3	 DAO	 is	 a
community-governed	 entity	where	 holders	 of	 the	 native	API3	 token	 can	 participate	 in	 decision-making.18	 To	 do	 so,
token	holders	must	stake	their	tokens	in	a	governance	contract,	which	grants	them	direct	voting	rights	on	proposals
related	to	protocol	upgrades,	funding	allocations,	and	the	management	of	the	dAPI	portfolio.15

This	staking	mechanism	serves	a	dual	purpose	that	is	critical	to	the	security	of	the	network.	The	pool	of	staked	API3
tokens	also	functions	as	collateral	for	an	on-chain	insurance	service.21	This	“collateralized	service	coverage”	provides
a	quantifiable	and	trustless	security	guarantee	to	the	users	of	dAPIs.	In	the	event	that	a	dAPI	malfunctions	and	causes
financial	 loss	 to	 a	 dApp	 (for	 example,	 by	 providing	 an	 incorrect	 price	 feed	 that	 leads	 to	 a	 faulty	 liquidation),	 the
affected	 dApp	 can	 file	 a	 claim.	 This	 claim	 is	 then	 adjudicated	 through	 a	 decentralized	 dispute	 resolution	 process
(involving	Kleros),	and	if	found	valid,	the	user	is	compensated	from	the	staked	collateral	pool.15

This	 insurance	mechanism	 creates	 a	 powerful	 incentive	 structure.	 The	DAO,	whose	members’	 funds	 are	 at	 risk,	 is
directly	incentivized	to	be	highly	selective	about	the	quality	and	reliability	of	the	API	providers	it	integrates	into	the
network.	 This	 aligns	 the	 incentives	 of	 the	 governors	 (the	 DAO),	 the	 data	 providers,	 and	 the	 data	 consumers	 (the
dApps),	fostering	a	more	secure	and	responsible	ecosystem.21

The	 architectural	 choice	 of	 a	 first-party	 oracle	model	 represents	 a	 fundamental	 shift	 in	 the	 nature	 of	 trust	 within
decentralized	systems.	Traditional	oracle	networks,	which	rely	on	a	network	of	pseudonymous	third-party	nodes,	build
trust	through	crypto-economic	incentives;	nodes	stake	tokens	which	can	be	slashed	(confiscated)	if	they	misbehave.24
The	trust	is	in	the	economic	game	theory	and	the	consensus	of	the	anonymous	crowd.

API3’s	model	introduces	a	different,	hybrid	form	of	trust.	While	crypto-economic	incentives	are	still	present	through
the	 DAO’s	 staking	 and	 insurance	 mechanism,	 the	 primary	 trust	 assumption	 is	 shifted	 to	 the	 real-world,	 off-chain
reputation	of	the	data	provider.16	When	a	dApp	consumes	a	data	feed	from	a	major	financial	data	corporation	via	API3,
it	 is	 not	 primarily	 trusting	 the	 API3	 protocol,	 but	 rather	 the	 multi-billion-dollar	 brand	 and	 reputation	 of	 that
corporation.	 The	 reputational	 and	 legal	 risk	 to	 a	 well-established	 company	 of	 knowingly	 providing	 false	 data	 far
outweighs	 any	 potential	 gain	 from	 manipulating	 an	 oracle	 feed.	 This	 model,	 which	 bridges	 traditional	 corporate
accountability	with	decentralized	cryptographic	security,	may	prove	far	more	palatable	and	less	risky	for	mainstream
enterprises	and	regulated	 industries	 looking	to	engage	with	blockchain	 technology,	as	 it	 relies	on	a	 form	of	 trust—
brand	reputation—that	they	already	understand	and	value.

Section	3:	Method	II	-	Decentralized	Indexing	&	Querying:	The	Graph	Protocol
The	second	major	method	for	implementing	dAPIs	addresses	a	different,	though	equally	critical,	challenge:	making	the
vast	 and	 complex	 data	 already	 on	 the	 blockchain	 easily	 accessible.	 While	 blockchains	 provide	 an	 immutable	 and
transparent	 record,	 they	 are	 not	 optimized	 for	 querying.	 This	 section	 explores	 the	 “blockchain	 data	 accessibility
problem”	and	details	the	architecture	of	The	Graph,	the	leading	protocol	for	decentralized	data	indexing.

3.1	The	Blockchain	Data	Accessibility	Problem
Public	blockchains	like	Ethereum	generate	a	tremendous	amount	of	data,	all	of	which	is	publicly	available	but	stored
in	a	format	that	is	difficult	to	query	efficiently.25	The	data	is	structured	as	a	sequential	chain	of	blocks,	optimized	for
write	operations	and	verification,	not	for	complex	read	operations.	Answering	even	seemingly	simple	questions—such
as	“What	is	the	transaction	history	of	this	user’s	wallet?”,	“What	is	the	total	trading	volume	for	a	specific	asset	on	a
decentralized	exchange	over	the	last	month?”,	or	“Which	users	hold	a	specific	NFT?”—is	not	possible	with	a	direct	call
to	a	blockchain	node.26

To	 solve	 this,	 dApp	 developers	 have	 historically	 been	 forced	 to	 build	 their	 own	 proprietary,	 centralized	 indexing
servers.26	This	involves	running	a	dedicated	server	that	scans	the	blockchain	block	by	block,	extracts	relevant	events
and	data,	processes	it,	and	stores	it	in	a	traditional	database	that	can	then	be	queried	by	the	application’s	front	end.
This	process	is	not	only	complex,	costly,	and	time-consuming	to	build	and	maintain,	but	it	also	reintroduces	the	very
problem	 of	 centralization	 that	 dApps	 aim	 to	 solve.26	 The	 application	 becomes	 dependent	 on	 a	 single,	 centralized
indexing	server,	creating	a	single	point	of	failure	and	a	bottleneck	for	data	access.

3.2	The	Graph’s	Solution:	A	Decentralized	Query	Market
The	Graph	protocol	was	 created	 to	 solve	 the	 data	 accessibility	 problem	by	 providing	 a	 decentralized	 indexing	 and
querying	layer	for	Web3.9	It	is	often	referred	to	as	the	“Google	of	blockchains”	because	it	organizes	blockchain	data
in	the	same	way	a	search	engine	organizes	the	web,	making	it	universally	discoverable	and	queryable.27

The	 protocol	 establishes	 a	 vibrant,	 open	marketplace	 for	 data	 services.32	 On	 one	 side	 of	 this	market	 are	 the	 data



consumers—dApps	 that	 need	 to	 query	 blockchain	 data	 for	 their	 front	 ends.	 On	 the	 other	 side	 is	 a	 decentralized
network	of	node	operators,	known	as	 Indexers,	who	compete	 to	provide	 the	most	efficient	and	cost-effective	query
services.26	By	using	The	Graph,	developers	are	freed	from	the	burden	of	building	and	managing	their	own	indexing
infrastructure.	 They	 can	 simply	 find	 a	 relevant	 open	 API	 on	 the	 network	 and	 integrate	 it	 into	 their	 application,
allowing	them	to	focus	on	building	a	great	user	experience.26

3.3	Technical	Deep	Dive:	Subgraphs
The	core	components	of	The	Graph’s	ecosystem	are	Subgraphs.	A	subgraph	is,	 in	essence,	an	open	and	public	API
that	defines	what	data	to	index	from	a	specific	blockchain	or	smart	contract,	how	to	process	it,	and	how	to	structure	it
for	querying.9	Any	developer	can	build	and	publish	a	subgraph	to	the	network.32

A	subgraph	is	defined	by	a	set	of	core	files:

1.	 The	Subgraph	Manifest	(subgraph.yaml):	This	is	the	main	configuration	file.	It	defines	which	smart	contracts
the	subgraph	should	monitor,	which	events	within	those	contracts	to	pay	attention	to,	and	it	points	to	the	other
key	files	in	the	project.32

2.	 The	GraphQL	Schema	(schema.graphql):	This	file	defines	the	data	structure	for	the	subgraph.	Using	the
GraphQL	Schema	Definition	Language,	the	developer	specifies	the	data	entities	and	their	properties.	This	schema
determines	the	shape	of	the	data	that	will	be	stored	and	how	it	can	be	queried.32	For	example,	an	NFT	subgraph
might	have	entities	for	BoredApe,	User,	and	Transfer,	each	with	specific	fields	like	id,	owner,	and	blockNumber.

3.	 AssemblyScript	Mappings	(mappings.ts):	This	is	where	the	transformation	logic	resides.	Written	in
AssemblyScript	(a	subset	of	TypeScript	that	compiles	to	WebAssembly),	these	mapping	files	contain	handler
functions	that	are	triggered	whenever	a	specified	on-chain	event	occurs.32	For	instance,	a	handleTransfer
function	would	execute	every	time	a	Transfer	event	is	emitted	by	the	monitored	smart	contract.	This	function
would	then	extract	data	from	the	event	(e.g.,	the	from	address,	to	address,	and	tokenId),	transform	it,	and	save	it
as	an	entity	in	The	Graph’s	database	according	to	the	defined	schema.36

Once	a	developer	builds	these	files	and	deploys	the	subgraph	to	The	Graph	Network,	Indexers	can	begin	processing	it,
making	the	organized	data	available	to	be	queried	by	any	application	via	a	standard	GraphQL	API	endpoint.37

3.4	The	Graph	Network	Roles:	Indexers,	Curators,	and	Delegators
The	health,	security,	and	economic	viability	of	The	Graph’s	decentralized	network	are	maintained	by	three	key	types
of	participants,	all	of	whom	are	economically	incentivized	through	the	protocol’s	native	work	token,	GRT.34

Indexers:	These	are	the	node	operators	of	the	network.	They	stake	GRT	as	collateral	to	provide	indexing	and
query	processing	services.27	Indexers	run	the	Graph	Node	software,	which	scans	blockchains	for	relevant	data	as
defined	by	subgraphs,	indexes	it,	and	serves	the	resulting	queries	to	dApps.	In	return	for	their	services,	Indexers
earn	query	fees	paid	by	consumers	and	a	share	of	the	protocol’s	indexing	rewards.26

Curators:	Curators	are	subgraph	developers,	data	consumers,	or	other	community	members	who	play	a	critical
role	in	identifying	high-quality,	useful	subgraphs.	They	signal	on	subgraphs	by	staking	GRT	on	a	bonding	curve.26
This	signal	indicates	to	Indexers	which	subgraphs	are	valuable	and	should	be	prioritized	for	indexing.	In	return
for	their	curation	work,	Curators	earn	a	portion	of	the	query	fees	generated	by	the	subgraphs	they	have	signaled
on.35

Delegators:	These	are	individuals	who	wish	to	contribute	to	securing	the	network	without	the	technical	overhead
of	running	their	own	Graph	Node.27	Delegators	stake	their	GRT	on	behalf	of	existing	Indexers	they	believe	to	be
reliable	and	efficient.	By	doing	so,	they	increase	the	security	and	query-processing	capacity	of	that	Indexer	and,	in
return,	earn	a	portion	of	the	query	fees	and	indexing	rewards	collected	by	that	Indexer.26

This	intricate	system	of	roles	and	incentives	creates	a	self-organizing	market	that	promotes	the	creation	and	indexing
of	high-quality	data	APIs,	ensuring	the	network	remains	robust,	reliable,	and	decentralized.

It	is	critical	to	recognize	the	functional	distinction	between	an	indexing	protocol	like	The	Graph	and	an	oracle	protocol
like	API3.	The	Graph’s	architecture	is	fundamentally	a	read-only	system	for	on-chain	data.	Its	purpose	is	to	solve
the	“data	accessibility”	problem	by	making	existing	blockchain	data	easy	to	retrieve	and	use.39	In	contrast,	oracles	are
a	 read-write	 bridge	 for	 off-chain	 data.	 Their	 purpose	 is	 to	 solve	 the	 “oracle	 problem”	 by	 taking	 external
information	and	writing	it	onto	the	blockchain	so	that	smart	contracts	can	act	upon	it.12

This	distinction	is	not	merely	semantic;	 it	 is	a	fundamental	architectural	divide.	An	application	developer	building	a



decentralized	 social	media	 platform	would	 use	The	Graph	 to	 efficiently	 query	 and	display	 user	 posts,	 profiles,	 and
interactions,	all	of	which	are	events	and	states	stored	on-chain.	Conversely,	a	developer	building	a	decentralized	flight
insurance	application	that	automatically	pays	out	claims	based	on	real-world	flight	delay	data	would	need	an	oracle
service	to	bring	that	external	flight	status	information	on-chain.	The	two	technologies	are	not	interchangeable.	They
operate	 on	 different	 data	 sources	 and	 solve	 distinct,	 albeit	 related,	 problems	within	 the	 broader	Web3	 technology
stack.	Understanding	this	difference	is	paramount	to	selecting	the	correct	tool	for	a	given	use	case.

Section	4:	Comparative	Analysis	of	dAPI	and	Oracle	Solutions
Having	established	the	two	primary	methodologies	for	API	decentralization—first-party	oracles	for	off-chain	data	and
decentralized	indexing	for	on-chain	data—it	is	now	possible	to	conduct	a	direct	comparative	analysis.	This	section	will
synthesize	 the	 findings	 from	 the	 previous	 sections	 to	 provide	 a	 clear	 framework	 for	 selecting	 the	 appropriate
technology	based	on	 specific	 technical	 and	business	 requirements.	 It	will	 compare	 the	 leading	 solutions—API3	and
The	Graph—along	with	other	prominent	oracle	protocols	like	Chainlink	and	Band	Protocol.

4.1	On-Chain	vs.	Off-Chain	Data:	The	Primary	Differentiator
The	most	fundamental	distinction	that	must	guide	any	architectural	decision	is	the	source	of	the	data	the	application
requires.39	This	is	the	primary	branching	point	that	separates	the	two	categories	of	tools.

Oracle	Protocols	(API3,	Chainlink,	Band	Protocol):	These	are	designed	exclusively	to	handle	off-chain	data.
Their	function	is	to	act	as	a	bridge,	securely	fetching	data	from	the	external	world	(e.g.,	financial	markets,	IoT
sensors,	web	APIs)	and	delivering	it	to	a	blockchain	so	that	smart	contracts	can	consume	it.	If	an	application’s
logic	depends	on	any	information	not	natively	generated	by	the	blockchain	itself,	an	oracle	is	required.40

Indexing	Protocols	(The	Graph):	These	are	designed	exclusively	to	handle	on-chain	data.	Their	function	is	to
organize,	index,	and	provide	efficient	access	to	data	that	already	exists	on	a	blockchain	(e.g.,	transaction	histories,
smart	contract	states,	event	logs).	If	an	application	needs	to	display	historical	or	aggregated	on-chain	data	in	a
user-friendly	front	end,	an	indexing	protocol	is	the	appropriate	tool.39

These	two	functions	are	mutually	exclusive	 in	 their	core	purpose.	An	oracle	cannot	be	used	to	efficiently	query	the
entire	history	of	a	smart	contract,	and	an	indexing	protocol	cannot	be	used	to	fetch	the	current	price	of	Bitcoin	from
an	external	exchange.

4.2	Trust	Models:	First-Party	vs.	Third-Party	Networks
Within	 the	 category	 of	 oracle	 protocols,	 a	 key	 differentiator	 is	 the	 underlying	 trust	 model,	 which	 has	 significant
implications	for	security	and	governance.

First-Party	Oracle	Model	(API3):	API3’s	architecture	is	built	on	a	first-party	model.	Trust	is	primarily	placed	in
the	real-world	reputation	of	the	API	provider,	who	runs	their	own	oracle	node	(Airnode)	and	signs	the	data	at	the
source.18	This	model	minimizes	the	number	of	intermediaries	and	directly	links	data	integrity	to	the	provider’s
brand,	augmented	by	a	DAO-governed	insurance	mechanism.16

Third-Party	Oracle	Model	(Chainlink,	Band	Protocol):	These	protocols	utilize	a	network	of	independent,
third-party	node	operators.	Trust	is	distributed	across	this	network	and	is	based	on	crypto-economic	incentives.12
Nodes	stake	the	protocol’s	native	token	as	collateral,	which	can	be	slashed	for	misbehavior.	Data	integrity	is
achieved	through	aggregation	and	consensus	among	these	multiple,	independent	nodes.24	The	trust	assumption	is
that	it	is	prohibitively	expensive	for	a	malicious	actor	to	corrupt	a	sufficient	number	of	nodes	to	manipulate	the
data	feed.

Third-Party	Indexing	Model	(The	Graph):	The	Graph	also	uses	a	network	of	third-party	operators	(Indexers).
However,	their	task	is	to	correctly	index	publicly	verifiable	on-chain	data.	While	there	are	still	crypto-economic
incentives	to	ensure	honesty,	the	task	itself	is	less	subjective	and	less	prone	to	external	manipulation	than
sourcing	real-world	data.	The	truth	of	the	on-chain	data	is	already	established	by	the	blockchain’s	consensus;	the
Indexer’s	job	is	simply	to	process	it	correctly.27

4.3	Use	Case	Specialization
These	differences	in	data	source	and	trust	model	lead	to	distinct	areas	of	specialization	for	each	protocol.

API3:	Is	particularly	well-suited	for	applications	that	require	high-trust,	source-verified	data	from	established,
reputable	providers.	This	makes	it	a	strong	candidate	for	enterprise-grade	applications,	regulated	industries,	and



financial	instruments	where	data	provenance	is	paramount.	Use	cases	include	decentralized	insurance	products
that	rely	on	official	data	feeds,	or	DeFi	protocols	that	require	regulatory-compliant	data.10

The	Graph:	Is	an	essential	piece	of	infrastructure	for	virtually	any	dApp	that	has	a	user-facing	front	end.	Its
ability	to	efficiently	serve	complex	queries	about	on-chain	history	is	critical	for	applications	like	crypto	wallets
displaying	transaction	lists,	NFT	marketplaces	showing	ownership	history	and	item	attributes,	and	decentralized
exchange	(DEX)	dashboards	presenting	trading	analytics.26

Chainlink:	As	the	most	established	and	widely	adopted	oracle	network,	Chainlink	serves	as	a	general-purpose
solution	for	a	vast	array	of	DeFi	use	cases.	Its	price	feeds	are	the	de	facto	standard	across	the	industry	for
securing	lending	protocols,	derivatives	platforms,	and	other	financial	applications	that	require	reliable,
aggregated	market	data.12

Band	Protocol:	Positions	itself	as	a	cross-chain	oracle	solution,	leveraging	the	Cosmos	SDK	to	facilitate
interoperability.	It	is	a	strong	choice	for	applications	that	need	to	operate	across	multiple	blockchain	ecosystems
and	require	a	flexible	and	scalable	oracle	that	is	not	tied	to	a	single	chain.11

Table	2:	Comparative	Analysis	of	dAPI/Oracle	Solutions
The	following	table	provides	a	matrix	 for	comparing	these	 leading	solutions	across	key	architectural	and	functional
dimensions,	serving	as	a	decision-making	aid.

Feature API3 The	Graph Chainlink Band	Protocol

Primary	Function Data	Oracle	(Bridge) Data	Indexer	(Query	Layer) Data	Oracle	(Bridge) Data	Oracle	(Bridge)

Data	Source Off-chain	(External	APIs)17 On-chain	(Blockchain
data)9

Off-chain	(External	APIs)12 Off-chain	(External	APIs)12

Architecture	Model First-Party	Oracles18 Decentralized	Indexer
Network27

Third-Party	Oracle
Network22

Third-Party	Oracle
Network22

Trust	Assumption Reputation	of	the	API
provider16

Crypto-economic
incentives	of	Indexers34

Crypto-economic
incentives	of	nodes24

Crypto-economic
incentives	of	validators12

Key	Technology Airnode	(serverless	oracle
node)18

Subgraphs	(open	API
definitions)32

Decentralized	Oracle
Networks	(DONs)13

BandChain	(Cosmos-based
blockchain)22

Example	Use	Case Insurance	dApp	using
official	weather	data.10

NFT	marketplace
displaying	item	history.27

DeFi	lending	protocol	using
price	feeds.42

Cross-chain	dApp	needing
data	on	multiple
networks.22

Governance	Model API3	DAO	(token-holder
voting)17

The	Graph	Council	&
community	governance.26

Primarily	managed	by	the
development	team,	with
community	input.

Band	Foundation	&	token-
holder	voting.12

Section	5:	Foundational	Infrastructure:	Peer-to-Peer	Data	Networks
A	 decentralized	 API	 protocol	 is	 a	 critical	 component	 of	 a	 decentralized	 application,	 but	 it	 is	 only	 one	 layer	 of	 the
technology	stack.	An	application	is	only	as	decentralized	as	its	most	centralized	component.	If	a	dApp	uses	a	dAPI	to
fetch	data	but	hosts	its	front-end	code	on	a	centralized	cloud	server	like	Amazon	Web	Services	(AWS),	or	stores	user-
generated	content	in	an	S3	bucket,	it	remains	vulnerable	to	the	very	single	points	of	failure	and	censorship	it	seeks	to
avoid.	 Achieving	 true,	 end-to-end	 decentralization	 requires	 addressing	 the	 foundational	 infrastructure	 layer:	 data
storage	and	delivery.

5.1	Beyond	the	Protocol:	The	Need	for	Decentralized	Storage
For	an	application	to	be	genuinely	resilient	and	censorship-resistant,	all	of	its	constituent	parts	must	be	decentralized.
This	includes	not	only	the	back-end	logic	(smart	contracts)	and	the	data	access	layer	(dAPIs),	but	also	the	storage	of
static	assets	 (like	 the	HTML,	CSS,	and	 JavaScript	 files	 for	 the	 front	end)	and	dynamic	user-generated	content	 (like
images,	videos,	and	documents).43	Relying	on	centralized	hosting	for	these	elements	means	that	a	single	entity—the
cloud	provider—could	still	de-platform	the	application,	censor	its	content,	or	suffer	an	outage	that	takes	the	service
offline,	 regardless	 of	 how	 decentralized	 the	 back	 end	 is.45	 Therefore,	 a	 complete	 decentralized	 architecture	 must
incorporate	a	peer-to-peer	data	storage	and	serving	network.

5.2	Key	Technologies:	IPFS,	Filecoin,	Storj,	and	Arweave



Several	key	technologies	have	emerged	to	provide	decentralized	alternatives	to	traditional	cloud	storage.

InterPlanetary	File	System	(IPFS):	IPFS	is	a	peer-to-peer	hypermedia	protocol	designed	to	make	the	web
faster,	safer,	and	more	open.	Unlike	the	location-based	addressing	of	HTTP	(where	content	is	found	by	where	it	is
located,	e.g.,	https://server.com/image.jpg),	IPFS	uses	content-based	addressing.	Files	are	identified	by	a
unique	cryptographic	hash	of	their	content.	When	a	user	requests	a	file,	they	ask	the	network	for	the	content	with
that	specific	hash,	and	any	node	on	the	network	that	has	it	can	serve	it.6	This	makes	the	network	highly	resilient
and	efficient	for	distributing	content.

Filecoin:	While	IPFS	provides	the	protocol	for	finding	and	sharing	files,	it	does	not	inherently	guarantee	that	data
will	be	stored	persistently.	If	all	nodes	holding	a	piece	of	data	go	offline,	that	data	becomes	unavailable.	Filecoin	is
an	incentive	layer	built	on	top	of	IPFS	that	solves	this	problem.45	It	creates	a	decentralized	storage	marketplace
where	users	can	pay	storage	providers	(miners)	in	the	FIL	token	to	store	their	data	for	a	specified	period.	These
providers	must	cryptographically	prove	that	they	are	continuously	and	correctly	storing	the	data	to	receive	their
rewards,	thus	ensuring	its	persistence	and	availability.46

Storj:	Storj	offers	a	decentralized	cloud	storage	solution	that	is	designed	to	be	a	direct,	S3-compatible	competitor
to	services	like	AWS	S3.	When	a	user	uploads	a	file,	Storj	automatically	encrypts	it	on	the	client-side,	splits	it	into
smaller	pieces	(shards),	and	distributes	those	pieces	across	a	global	network	of	independent	node	operators
(“farmers”).	This	sharding	and	distribution	model	provides	high	levels	of	security,	privacy,	and	redundancy.45

Arweave:	Arweave	is	a	protocol	that	focuses	on	providing	permanent,	immutable	data	storage.	It	uses	a	novel
architecture	called	the	“blockweave”	and	a	one-time	upfront	payment	model	to	create	a	“permaweb.”	This	makes
it	ideal	for	archiving	data	that	needs	to	be	preserved	indefinitely,	such	as	historical	records,	legal	documents,	or
cultural	artifacts.48

5.3	DePIN:	The	Rise	of	Decentralized	Physical	Infrastructure	Networks
These	 storage	 solutions	 are	 part	 of	 a	 broader	 and	 rapidly	 emerging	 category	 known	 as	 Decentralized	 Physical
Infrastructure	 Networks	 (DePIN).46	 DePIN	 refers	 to	 blockchain-based	 protocols	 that	 use	 token	 incentives	 to
coordinate	and	encourage	the	deployment	and	operation	of	real-world	physical	infrastructure	by	a	distributed	network
of	individuals	and	organizations.46

Beyond	storage	(Filecoin,	Storj),	the	DePIN	sector	includes	projects	for:

Decentralized	Compute:	Networks	like	Akash	Network	create	an	open	marketplace	for	unused	cloud	computing
resources,	providing	a	decentralized	alternative	to	centralized	cloud	providers.47

Decentralized	Wireless	Networks:	Projects	like	Helium	incentivize	individuals	to	deploy	hotspots	to	create	a
global,	crowdsourced	wireless	network	for	Internet	of	Things	(IoT)	devices	and	5G	connectivity.47

Decentralized	AI	and	Data	Networks:	Platforms	like	Bittensor	and	Hivemapper	use	incentives	to	build
decentralized	AI	models	and	global	maps,	respectively.47

The	adoption	of	a	dAPI	protocol	is	not	an	isolated	architectural	decision;	it	has	a	direct	and	causal	relationship	with
the	 required	 underlying	 infrastructure	 for	 any	 associated	 data.	 A	 truly	 decentralized	 application	 architecture
necessitates	a	symbiotic	relationship	between	the	data	access	layer	(the	dAPI)	and	the	data	storage	layer	(a	DePIN).

Consider	 the	 common	 use	 case	 of	 a	 Non-Fungible	 Token	 (NFT).	 The	 NFT	 smart	 contract,	 which	 lives	 on	 the
blockchain,	typically	contains	a	tokenURI	function.	This	function	returns	a	URL	that	points	to	a	metadata	file	(usually
a	JSON	file)	describing	the	NFT’s	properties,	including	a	link	to	its	image.36	If	that	tokenURI	points	to	a	traditional,
location-addressed	 URL	 on	 a	 centralized	 server	 (https://my-nft-images.com/1.json),	 the	 NFT	 is	 not	 truly
decentralized.	 The	 server	 could	 go	 down,	 the	 image	 could	 be	 changed,	 or	 the	 entire	 service	 could	 be	 shut	 down,
leaving	the	NFT	owner	with	a	token	that	points	to	nothing.

To	maintain	end-to-end	decentralization	and	 immutability,	 the	tokenURI	must	point	to	a	 location	on	a	decentralized
storage	network,	such	as	an	IPFS	hash	(ipfs://...).	This	ensures	that	the	metadata	and	the	image	are	as	permanent
and	censorship-resistant	as	the	on-chain	token	itself.	This	reveals	a	critical	architectural	pattern:	the	use	of	a	dAPI	for
on-chain	data	access	 (like	The	Graph,	 to	query	NFT	ownership)	 implicitly	requires	 the	use	of	a	DePIN	for	off-chain
data	 storage	 (like	 IPFS	 and	 Filecoin,	 to	 store	 the	 NFT’s	 image	 and	 metadata).	 Therefore,	 a	 holistic	 strategy	 for
decentralization	must	 consider	 the	 entire	 stack,	 leading	 to	 the	 architectural	 principle:	dAPI	 (for	Data	Access)	+
DePIN	(for	Data	Storage)	=	A	Truly	Decentralized	Application.



Part	II:	Alternative	and	Complementary	Strategies	for	User	Anonymity
While	 decentralizing	 the	 API	 and	 its	 underlying	 infrastructure	 can	 significantly	 enhance	 security,	 resilience,	 and
censorship	 resistance,	 it	 does	not	 automatically	 guarantee	user	 anonymity.	A	user	 interacting	with	 a	decentralized
application	can	still	have	their	network	traffic	monitored	and	their	identity	inferred	through	their	on-chain	activities.
The	second	part	of	the	user’s	query—“what	other	methods	are	there	to	make	internet	user	access	on	my	website	more
anonymous?”—requires	exploring	a	different	set	of	 technologies	 that	can	be	used	either	as	alternatives	 to	or,	more
powerfully,	 in	 conjunction	 with	 the	 dAPI	 model.	 This	 part	 of	 the	 report	 will	 investigate	 network-level	 anonymity
through	Tor,	cryptographic	authentication	through	Zero-Knowledge	Proofs,	and	application-level	privacy	through	data
minimization.

Section	6:	Network-Level	Anonymity:	Hosting	via	Tor	Onion	Services
The	 most	 direct	 and	 robust	 method	 for	 achieving	 network-level	 anonymity	 for	 both	 users	 and	 web	 services	 is	 to
leverage	 the	Tor	network.	This	approach	 fundamentally	severs	 the	 link	between	a	user’s	physical	 location	 (their	 IP
address)	and	the	service	they	are	accessing.

6.1	Tor	Architecture:	Relays,	Circuits,	and	Exit	Nodes
Tor	(The	Onion	Router)	is	a	free	and	open-source	software	that	enables	anonymous	communication.	It	achieves	this	by
directing	internet	traffic	through	a	free,	worldwide,	volunteer-run	overlay	network	consisting	of	thousands	of	relays.49
When	a	user	connects	to	the	internet	via	the	Tor	Browser,	their	traffic	is	wrapped	in	successive	layers	of	encryption,
much	like	the	layers	of	an	onion.50	This	encrypted	traffic	is	then	routed	through	a	circuit	of	at	least	three	randomly
selected	relays:	an	entry	node,	a	middle	relay,	and	an	exit	node.51

Each	relay	in	the	circuit	only	knows	the	IP	address	of	the	previous	node	and	the	next	node.	The	entry	node	knows	the
user’s	real	IP	but	not	their	final	destination.	The	middle	relay	knows	neither.	The	exit	node	knows	the	final	destination
but	not	the	user’s	real	IP.	Because	the	path	is	segmented	and	each	segment	is	individually	decrypted,	no	single	point
in	 the	 circuit	 can	 know	 both	 the	 origin	 and	 the	 destination	 of	 the	 traffic,	 thus	 breaking	 the	 traceability	 and
anonymizing	the	user’s	connection.50

6.2	Onion	Services:	Bidirectional	Anonymity
While	using	the	Tor	Browser	provides	anonymity	for	the	user	accessing	a	regular	website,	the	website	itself	still	has	a
public,	 known	 IP	 address.	 For	 the	 highest	 level	 of	 privacy,	 a	 service	 can	 be	 configured	 as	 a	Tor	 Onion	 Service
(formerly	 known	as	 a	hidden	 service).	An	onion	 service	 is	 a	 site	 or	 service	 that	 is	 only	 accessible	 through	 the	Tor
network	and	is	identified	by	a	unique,	16-	or	56-character	alphanumeric	address	ending	in	.onion.53

The	key	benefit	of	an	onion	service	is	that	it	provides	bidirectional	anonymity.55	When	a	user	connects	to	an	onion
service,	 their	 traffic	 never	 leaves	 the	Tor	 network.	 There	 is	 no	 exit	 node.	 The	 connection	 is	 established	 through	 a
cryptographic	rendezvous	process	within	the	Tor	network	itself.	This	means	the	service	can	operate	without	revealing
its	 IP	address	 to	 the	public,	 and	users	 can	connect	 to	 it	without	 revealing	 their	 IP	addresses	 to	 the	 service.53	This
makes	onion	services	an	ideal	hosting	solution	for	websites	where	the	privacy	and	safety	of	both	the	publisher	and	the
visitor	are	paramount,	such	as	for	journalists,	activists,	or	any	service	handling	highly	sensitive	information.

6.3	Implementation	Overview	and	Security	Best	Practices
Setting	up	a	basic	onion	service	is	a	relatively	straightforward	technical	process.	It	involves	three	main	steps56:

1.	 Install	a	Web	Server:	A	standard	web	server,	such	as	Nginx	or	Apache,	is	installed	and	configured	to	serve	the
website	content	locally	(e.g.,	on	127.0.0.1:80).56

2.	 Install	Tor:	The	Tor	software	is	installed	on	the	same	server.56

3.	 Configure	the	torrc	file:	The	Tor	configuration	file	(torrc)	is	edited	to	create	the	onion	service.	This	involves
adding	two	lines:	HiddenServiceDir	to	specify	a	directory	where	Tor	will	store	the	service’s	cryptographic	keys
and	public	address,	and	HiddenServicePort	to	map	a	port	on	the	onion	service	(e.g.,	port	80)	to	the	local	port
where	the	web	server	is	listening.54

Upon	restarting,	Tor	will	generate	the	necessary	keys	and	a	hostname	file	in	the	specified	directory,	which	contains
the	public	.onion	address	of	the	new	service.54

However,	maintaining	anonymity	requires	strict	operational	security	that	goes	far	beyond	this	initial	setup.	Tor	only



protects	the	transport	layer.	User	actions	at	the	application	layer	can	easily	compromise	their	anonymity.	Critical	best
practices	include49:

Never	Log	In	to	Personal	Accounts:	Logging	into	an	account	like	Google	or	Facebook	over	Tor	reveals	your
identity	to	that	service,	defeating	the	purpose	of	network	anonymity.

Do	Not	Install	Browser	Plugins:	Plugins	like	Flash	or	RealPlayer	can	be	manipulated	to	bypass	Tor	and	reveal
the	user’s	real	IP	address.

Use	HTTPS:	While	Tor	encrypts	traffic	within	its	network,	the	connection	from	the	exit	node	to	the	final	website
may	be	unencrypted.	Forcing	HTTPS	ensures	end-to-end	encryption.

Beware	of	Downloaded	Documents:	Files	like	PDFs	and	DOCs	can	contain	resources	that,	when	opened,	make
network	requests	outside	of	the	Tor	connection,	revealing	the	user’s	IP.

It	is	crucial	to	understand	that	Tor	provides	anonymity	for	the	connection	(the	“where”	and	the	“how”)	but	not	for	the
interaction	(the	“what”	and	the	“who”).	It	is	an	infrastructure	choice	that	protects	against	network-level	surveillance.
However,	 if	 the	application	 itself	 is	designed	 to	collect	personally	 identifiable	 information	 (PII)	 through	web	 forms,
user	 accounts,	 or	 tracking	 cookies,	 it	 will	 deanonymize	 the	 user	 regardless	 of	 the	 underlying	 network	 protocol.
Therefore,	 hosting	 a	 service	 on	 Tor	 is	 a	 necessary	 but	 insufficient	 condition	 for	 providing	 a	 truly	 anonymous	 user
experience.	 It	 must	 be	 paired	 with	 privacy-preserving	 application	 design,	 including	 anonymous	 authentication
methods	and	 strict	data	minimization,	 to	be	effective.	Anonymity	 is	 a	multi-layered	challenge,	and	 solving	 it	 at	 the
network	layer	is	only	the	first	step.

Section	7:	Authentication	and	Verification	with	Zero-Knowledge	Proofs	(ZKPs)
To	 address	 the	 application-level	 privacy	 shortcomings	 of	 network-only	 anonymity	 solutions	 like	 Tor,	 a	 powerful
cryptographic	 tool	 has	 emerged:	 the	 Zero-Knowledge	 Proof	 (ZKP).	 ZKPs	 offer	 a	 revolutionary	 approach	 to
authentication	and	data	verification,	allowing	a	user	to	prove	they	know	something	or	meet	a	certain	criterion	without
revealing	the	sensitive	information	itself.	This	provides	a	path	to	truly	anonymous	yet	verifiable	user	access.

7.1	What	are	Zero-Knowledge	Proofs?
A	Zero-Knowledge	Proof	is	a	cryptographic	protocol	involving	two	parties:	a	“prover”	and	a	“verifier”.59	The	prover’s
goal	 is	 to	convince	 the	verifier	 that	a	specific	statement	 is	 true,	but	without	conveying	any	 information	whatsoever
beyond	 the	 fact	 of	 the	 statement’s	 truth.60	 The	 intuition	 is	 that	 it	 is	 trivial	 to	 prove	 you	 know	 a	 secret	 by	 simply
revealing	it;	the	challenge,	which	ZKPs	solve,	is	to	prove	you	know	it	without	revealing	anything	about	it.60

Any	valid	ZKP	must	satisfy	three	core	properties59:

1.	 Completeness:	If	the	statement	is	true,	an	honest	prover	will	always	be	able	to	convince	an	honest	verifier.
2.	 Soundness:	If	the	statement	is	false,	a	dishonest	prover	cannot	convince	an	honest	verifier	that	it	is	true	(except
with	a	negligibly	small	probability).

3.	 Zero-Knowledge:	If	the	statement	is	true,	the	verifier	learns	nothing	other	than	the	fact	that	the	statement	is
true.	They	gain	no	knowledge	about	the	secret	information	itself.

ZKPs	 can	 be	 interactive,	 requiring	 a	 back-and-forth	 exchange	 between	 the	 prover	 and	 verifier,	 or	 non-interactive
(NIZKPs),	 where	 the	 prover	 can	 generate	 a	 single	 proof	 that	 can	 be	 verified	 by	 anyone	 without	 further
communication.60

7.2	ZKPs	for	Web	Authentication:	A	Paradigm	Shift
The	 application	 of	 ZKPs	 to	 web	 authentication	 represents	 a	 fundamental	 paradigm	 shift	 away	 from	 traditional
credential-based	systems.	In	a	typical	login	process,	a	user	sends	their	password	to	a	server.	The	server	then	hashes
the	 received	password	and	 compares	 it	 to	 a	 stored	hash	 in	 its	 database.	This	process,	while	 common,	 exposes	 the
password	during	transit	and	requires	the	server	to	maintain	a	database	of	password	hashes,	which	is	a	prime	target
for	attackers.

ZKP-based	 authentication	 completely	 changes	 this	 dynamic.63	 Instead	 of	 sending	 the	 password,	 the	 user’s	 client
software	 would	 generate	 a	 cryptographic	 proof	 that	 it	 possesses	 the	 information	 needed	 to	 derive	 the	 correct
password.	The	user	sends	only	this	proof	to	the	server.	The	server	can	then	run	a	verification	algorithm	on	the	proof.
If	 the	proof	 is	valid,	 the	server	knows	the	user	has	the	correct	password,	but	 it	never	sees	the	password	 itself,	nor
does	it	receive	any	information	that	could	be	used	to	reconstruct	it.63	This	eliminates	the	risk	of	password	interception



and	the	need	for	the	server	to	store	password	hashes,	dramatically	improving	security.61

7.3	Use	Cases	for	Anonymous	Access	Control
The	power	of	ZKPs	extends	far	beyond	simple	password	verification	into	the	realm	of	attribute-based	access	control,
enabling	fine-grained	and	privacy-preserving	authorization.

Selective	Disclosure:	A	user	can	prove	a	specific	attribute	from	a	larger	credential	without	revealing	the	entire
document.	For	example,	a	user	can	generate	a	proof	that	they	are	a	citizen	of	a	specific	country	to	access	a	geo-
restricted	service,	without	revealing	their	name,	passport	number,	or	any	other	personal	details	from	their	digital
passport.64	Similarly,	they	could	prove	they	are	a	student	at	a	university	to	get	a	discount	without	revealing	their
student	ID	number.64

Range	Proofs:	A	user	can	prove	that	a	secret	value	(like	their	age	or	income)	falls	within	a	specific	range	without
revealing	the	exact	value.	For	instance,	to	access	an	age-restricted	website,	a	user	could	provide	a	proof	that	their
age	is	greater	than	18,	without	disclosing	their	actual	birthdate.64	For	a	financial	application,	a	user	could	prove
their	annual	income	is	between	$50,000	and	$60,000	to	qualify	for	a	loan	product,	without	revealing	their	precise
salary.64

Anonymous	Identity:	In	decentralized	identity	systems,	ZKPs	allow	users	to	prove	ownership	of	their	digital
identity	(e.g.,	a	decentralized	identifier	or	DID)	without	linking	it	to	their	real-world	persona.63	This	enables
anonymous	but	authenticated	interactions,	such	as	private	voting	in	a	DAO,	where	a	user	can	prove	they	are	an
eligible	voter	without	revealing	which	way	they	voted.67

The	adoption	of	ZKPs	for	authentication	and	authorization	fundamentally	alters	the	data	security	model	for	a	service
provider.	 The	 traditional	 model	 is	 one	 of	 “protecting	 data	 at	 rest.”	 It	 assumes	 the	 service	must	 collect	 and	 store
sensitive	user	data	(passwords,	PII,	etc.)	and	then	invests	heavily	in	securing	its	databases	against	breaches.	This	data
becomes	a	significant	liability;	a	breach	can	lead	to	massive	financial	and	reputational	damage.

The	ZKP	model	shifts	this	paradigm	to	one	of	“not	possessing	the	data	at	all.”	The	server’s	role	changes	from	being	a
custodian	 of	 sensitive	 information	 to	 being	 a	 verifier	 of	 cryptographic	 proofs.69	 Since	 the	 server	 never	 receives	 or
stores	the	user’s	actual	secrets,	its	database	contains	nothing	of	value	for	an	attacker	to	steal.	The	attack	surface	is
dramatically	 reduced,	 and	 the	 liability	 associated	 with	 holding	 user	 data	 is	 virtually	 eliminated.	 This	 creates	 a
powerful,	symbiotic	relationship:	the	user	achieves	a	high	degree	of	privacy,	and	the	service	provider	achieves	a	high
degree	 of	 security	 and	 risk	 mitigation.	 This	 alignment	 of	 interests	 is	 a	 profound	 advantage	 that	 traditional
authentication	models	cannot	offer.

Section	8:	Minimizing	the	Digital	Footprint:	Privacy-Centric	Analytics	and	Data	Practices
Even	when	network	traffic	is	anonymized	with	Tor	and	authentication	is	handled	privately	with	ZKPs,	a	website	can
still	 undermine	 user	 anonymity	 through	 its	 own	 data	 collection	 practices,	 particularly	 through	 web	 analytics.	 A
comprehensive	strategy	for	anonymity	must	therefore	include	a	critical	examination	of	what	data	is	collected	at	the
application	level	and	why.

8.1	The	Principle	of	Data	Minimization
Data	 minimization	 is	 a	 foundational	 principle	 of	 privacy	 engineering.	 It	 dictates	 that	 an	 organization	 should	 only
collect	personal	 information	 that	 is	directly	 relevant	and	necessary	 to	accomplish	a	specific,	declared	purpose,	and
should	retain	that	data	for	only	as	long	as	is	necessary	to	fulfill	that	purpose.70	Implementing	this	principle	involves	a
continuous	process	of	evaluation70:

Collection	Limitation:	Before	collecting	any	piece	of	data	(e.g.,	a	birthdate	on	a	sign-up	form),	one	must	ask	if	it
is	truly	necessary	for	the	service	to	function.	If	not,	it	should	not	be	collected.

Purpose	Specification:	The	reason	for	collecting	data	should	be	clear	to	the	user	at	the	point	of	collection,	not
buried	in	a	lengthy	privacy	policy.

Access	Control:	Once	data	is	collected,	access	to	it	should	be	strictly	limited	on	a	need-to-know	basis	within	the
organization.

Retention	and	Deletion:	There	must	be	a	clear	policy	for	how	long	data	is	kept	and	a	process	for	securely
deleting	it	once	it	is	no	longer	needed.	Data	that	is	no	longer	necessary	shifts	from	being	an	asset	to	a	liability.71

8.2	The	Privacy	Problem	with	Mainstream	Web	Analytics



Mainstream	web	analytics	platforms,	most	notably	Google	Analytics,	are	fundamentally	at	odds	with	the	principles	of
data	minimization	and	user	anonymity.	These	services	are	typically	offered	for	“free”	because	their	business	model	is
not	based	on	selling	software,	but	on	surveillance	capitalism.72	They	work	by	placing	cookies	on	a	user’s	browser	and
using	persistent	identifiers	to	track	that	user’s	behavior	not	only	on	a	single	site	but	across	the	entire	web.	This	allows
them	 to	 build	 incredibly	 detailed	 profiles	 of	 individuals—their	 interests,	 demographics,	 political	 leanings,	 and
purchasing	habits—which	are	then	sold	to	advertisers.73	For	any	website	whose	goal	 is	 to	enhance	user	anonymity,
using	a	 tool	 like	Google	Analytics	 is	a	direct	contradiction	of	 that	goal,	as	 it	actively	participates	 in	 the	 large-scale
collection	and	monetization	of	user	data.74

8.3	Alternatives	to	Google	Analytics
In	response	to	these	privacy	concerns,	a	new	generation	of	privacy-focused	web	analytics	tools	has	emerged.	These
platforms	 are	 built	 on	 a	 different	 business	model:	 users	 pay	 a	 subscription	 fee	 for	 the	 software,	which	means	 the
company’s	 incentive	 is	 to	 provide	 a	 good	 product,	 not	 to	 collect	 and	 sell	 user	 data.72	 They	 are	 designed	 from	 the
ground	up	to	provide	valuable	website	insights	without	compromising	visitor	privacy.

Key	privacy-first	alternatives	include:

Plausible	Analytics:	A	lightweight,	EU-hosted	solution.	Its	tracking	script	is	significantly	smaller	than	that	of
Google	Analytics,	leading	to	faster	page	load	times.	It	does	not	use	cookies	and	performs	all	measurements
anonymously	without	collecting	any	personal	data.72

Simple	Analytics:	This	service	prides	itself	on	never	storing	any	personally	identifiable	information	(PII).	It
achieves	unique	visitor	counting	without	using	IP	addresses,	instead	relying	on	the	browser’s	referrer
information.	All	data	is	encrypted	at	rest,	and	the	company	operates	with	a	high	degree	of	transparency,	publicly
sharing	its	own	metrics.73

Matomo:	A	powerful,	open-source	analytics	platform.	A	key	advantage	of	Matomo	is	that	it	can	be	self-hosted	on
your	own	servers.	This	gives	you	100%	ownership	and	control	over	your	analytics	data,	ensuring	it	is	never	shared
with	any	third	party.	It	is	a	popular	choice	for	organizations	with	strict	data	sovereignty	requirements,	such	as
government	agencies	and	libraries.74

Fathom	Analytics:	Another	popular	privacy-first	option	that	is	fully	compliant	with	GDPR,	CCPA,	and	other
privacy	regulations.	It	bypasses	the	need	for	annoying	cookie	consent	banners	because	it	does	not	track
individuals	or	store	any	personal	information	about	them.75

Umami:	A	simple,	fast,	and	open-source	alternative.	Like	Matomo,	Umami	can	be	self-hosted	for	free,	giving	you
complete	control	over	your	data.	It	provides	all	the	essential	metrics	in	a	clean,	easy-to-understand	interface	and
has	a	vibrant	community	of	contributors.76

Table	3:	Comparison	of	Privacy-Focused	Web	Analytics	Tools
To	aid	in	the	selection	of	an	appropriate	analytics	tool,	the	following	table	compares	these	leading	privacy-first	options
on	the	criteria	most	relevant	to	an	anonymity-focused	project.

Tool Key	Privacy
Feature

Hosting	Options Open	Source? Script	Size GDPR	Compliant

Plausible No	cookies,	no
personal	data
collection.72

Cloud	(EU-hosted),
Self-hosted

Yes <	1	KB Yes

Simple	Analytics No	PII,	no	IP	address
tracking.73

Cloud No ~15	KB Yes

Matomo 100%	data	ownership
with	self-hosting.74

Cloud,	Self-hosted Yes ~22	KB Yes

Fathom Bypasses	cookie
notices,	no	individual
tracking.75

Cloud No ~2	KB Yes

Umami Anonymizes	all	data
collected.76

Cloud,	Self-hosted Yes ~2	KB Yes

Choosing	one	of	these	alternatives	is	a	critical	step.	A	website	owner	building	a	platform	dedicated	to	user	privacy	and
anonymity	might	successfully	implement	Tor	for	network	protection	and	ZKPs	for	authentication,	only	to	inadvertently



undermine	the	entire	effort	by	embedding	a	 tracking	script	 from	a	surveillance-based	analytics	company.	A	holistic
approach	 to	 anonymity	 demands	 that	 privacy	 be	 considered	 at	 every	 layer	 of	 the	 stack,	 from	 the	 network
infrastructure	right	down	to	the	third-party	scripts	loaded	on	the	front	end.

Part	III:	Synthesis	and	Strategic	Recommendations
The	 preceding	 analysis	 has	 deconstructed	 the	 various	 technologies	 and	methodologies	 available	 for	 decentralizing
APIs	 and	 enhancing	 user	 anonymity.	 This	 final	 part	 synthesizes	 these	 individual	 components	 into	 a	 cohesive
architectural	 framework	and	provides	a	strategic	 roadmap	 for	 implementation.	 It	acknowledges	 the	 inherent	 trade-
offs	and	offers	a	clear	decision-making	process	to	guide	the	development	of	a	resilient,	secure,	and	privacy-preserving
web	service.

Section	9:	A	Multi-Layered	Framework	for	Decentralization	and	Anonymity
Achieving	robust	decentralization	and	anonymity	is	not	about	choosing	a	single	“best”	technology,	but	about	layering
multiple,	complementary	technologies	to	create	a	defense-in-depth	architecture.	Each	layer	addresses	a	specific	set	of
risks,	and	together	they	form	a	comprehensive	solution.	A	model	for	such	a	framework	can	be	conceptualized	in	four
distinct	layers:

Layer	1:	Infrastructure	(The	Foundation):	This	layer	provides	the	physical	and	network-level	foundation	for
the	service.	To	achieve	maximum	resilience	and	anonymity,	this	layer	should	combine	decentralized	storage	and
anonymous	networking.

Hosting:	The	primary	web	server	and	API	endpoints	should	be	hosted	as	a	Tor	Onion	Service.56	This
provides	bidirectional	network-level	anonymity,	concealing	the	physical	location	of	the	server	from	users	and
the	IP	addresses	of	users	from	the	server.

Storage:	All	static	application	assets	(HTML,	CSS,	JavaScript)	and	any	user-generated	content	(images,
documents)	should	be	stored	on	a	Decentralized	Physical	Infrastructure	Network	(DePIN).46	Using
IPFS	for	content	addressing	and	Filecoin	for	incentivized	persistence	ensures	that	the	application’s	data	is
as	censorship-resistant	and	resilient	as	its	back	end.45

Layer	2:	Data	Access	(The	Bridge):	This	layer	handles	how	the	application	interacts	with	data,	whether	on-
chain	or	off-chain.	The	choice	of	technology	here	is	dictated	by	the	data’s	origin.

For	On-Chain	Data:	If	the	application	needs	to	query	and	display	data	that	is	native	to	a	blockchain	(e.g.,
transaction	histories,	token	balances),	The	Graph	protocol	should	be	used.	Its	decentralized	network	of
Indexers	provides	an	efficient	and	resilient	query	layer	without	reintroducing	a	centralized	bottleneck.27

For	Off-Chain	Data:	If	the	application’s	logic	depends	on	real-world	data	(e.g.,	price	feeds,	weather	data),	a
first-party	oracle	solution	like	API3	should	be	implemented.	This	allows	the	application	to	securely	ingest
data	from	reputable	sources	with	strong	guarantees	of	data	provenance	and	integrity.18

Layer	3:	User	Interaction	(The	Gatekeeper):	This	layer	governs	how	users	authenticate	and	gain	access	to	the
service.	To	maintain	anonymity	at	the	application	level,	this	layer	must	avoid	traditional	identity	systems.

Authentication	&	Authorization:	All	user	authentication	and	access	control	should	be	managed	using	Zero-
Knowledge	Proofs	(ZKPs).63	This	allows	users	to	prove	their	identity	or	their	eligibility	for	a	service	(e.g.,
proving	they	are	over	18)	without	revealing	any	underlying	personal	data	to	the	server.	This	eliminates	the
need	for	the	service	to	store	sensitive	PII,	drastically	reducing	its	security	liability	and	protecting	user
privacy.61

Layer	4:	Monitoring	(The	Observer):	This	layer	addresses	the	need	to	understand	application	usage	without
compromising	the	privacy	principles	established	in	the	other	layers.

Analytics:	Instead	of	using	surveillance-based	tools	like	Google	Analytics,	a	privacy-first	analytics	platform
should	be	used.	For	maximum	data	sovereignty,	a	self-hosted,	open-source	solution	like	Matomo	or	Umami	is
ideal.74	This	allows	the	service	operator	to	gather	essential,	aggregated	usage	statistics	without	collecting	any
PII	or	using	tracking	cookies,	ensuring	that	the	act	of	monitoring	does	not	undermine	the	platform’s
commitment	to	anonymity.

Section	10:	Implementation	Roadmap	and	Strategic	Considerations
Implementing	the	multi-layered	framework	described	above	 involves	navigating	a	series	of	significant	technical	and



strategic	 trade-offs.	The	path	 to	decentralization	 is	not	a	one-size-fits-all	 solution,	and	 the	optimal	architecture	will
depend	on	the	specific	requirements,	risk	tolerance,	and	resources	of	the	project.

10.1	Acknowledging	the	Trade-Offs
Before	embarking	on	implementation,	it	is	critical	to	consider	the	following	challenges:

Performance	vs.	Decentralization:	A	recurring	theme	is	that	decentralized	systems	often	introduce	latency	and
have	lower	throughput	compared	to	their	highly	optimized,	centralized	counterparts.1	Operations	that	require
network	consensus,	such	as	writing	a	transaction	to	a	blockchain,	are	inherently	slower	than	writing	to	a	central
database.	The	performance	needs	of	the	application	must	be	carefully	weighed	against	the	desired	level	of
decentralization.

Complexity	and	Cost:	These	are	cutting-edge	technologies.	Their	implementation	requires	specialized
development	expertise	in	fields	like	cryptography	and	distributed	systems,	which	can	be	difficult	and	expensive	to
acquire.	Furthermore,	operational	costs	can	be	higher;	for	example,	every	transaction	on	a	blockchain	incurs	a
gas	fee,	which	can	be	substantial	depending	on	network	congestion.1

Technological	Maturity	and	Risk:	Many	of	the	protocols	and	platforms	in	the	Web3	space	are	still	in	relatively
early	stages	of	development.	While	they	may	be	functionally	robust,	they	have	not	been	battle-tested	over	decades
in	the	same	way	as	traditional	web	technologies.	Building	on	these	nascent	protocols	carries	a	higher	degree	of
technological	risk,	and	developers	must	be	prepared	for	evolving	standards	and	potential	bugs.79

User	Experience	(UX):	Interacting	with	decentralized	applications	can	be	a	complex	and	unfamiliar	experience
for	mainstream	users.	Tasks	like	managing	cryptographic	keys,	connecting	wallets,	and	paying	for	transactions	in
cryptocurrency	can	present	significant	hurdles	to	adoption.1	A	successful	decentralized	service	must	invest
heavily	in	user	interface	design	to	abstract	away	this	underlying	complexity	and	provide	a	seamless,	intuitive
experience.

10.2	A	Strategic	Decision	Framework
A	logical	roadmap	for	making	key	architectural	decisions	can	be	structured	as	follows:

1.	Define	Your	Data	Source:	This	is	the	first	and	most	critical	question.
Does	your	application	rely	on	external,	real-world	data?	If	yes,	you	need	an	Oracle.	Proceed	to	step	2.
Does	your	application	need	to	query	and	display	data	already	on	a	blockchain?	If	yes,	you	need	an
Indexing	Protocol	like	The	Graph.	Proceed	to	step	3.

2.	Define	Your	Oracle	Trust	Model:	If	you	need	an	oracle,	how	do	you	want	to	establish	trust?
Do	your	stakeholders	and	users	value	the	brand	reputation	and	accountability	of	established,	real-world
companies?	If	yes,	the	first-party	oracle	model	of	API3	is	a	strong	fit.
Do	you	prefer	to	rely	on	purely	crypto-economic	incentives	and	the	consensus	of	a	large,	distributed
network	of	anonymous	node	operators?	If	yes,	a	third-party	oracle	network	like	Chainlink	is	the	industry
standard.

3.	Define	Your	Anonymity	Requirements:	What	level	of	privacy	do	you	need	to	provide?
Is	network-level	anonymity	(hiding	IP	addresses)	sufficient?	If	yes,	hosting	on	the	Tor	network	is	the
primary	solution.

Do	you	also	need	interaction-level	anonymity	(hiding	user	data	during	authentication)?	If	yes,	you	must
layer	Zero-Knowledge	Proofs	on	top	of	your	network	solution.

4.	Define	Your	Full	Stack:	To	avoid	reintroducing	centralization,	consider	the	entire	application	stack.
Where	will	you	store	static	files	and	user	content?	To	maintain	decentralization,	use	a	DePIN	storage
solution	like	IPFS/Filecoin.
How	will	you	monitor	usage?	To	maintain	privacy,	use	a	privacy-first	analytics	tool,	preferably	a	self-hosted
one	like	Matomo	or	Umami.

By	systematically	working	through	this	decision	framework,	a	technical	leader	can	architect	a	solution	that	is	not	only
decentralized	but	is	also	precisely	tailored	to	the	specific	data,	trust,	and	anonymity	requirements	of	their	project.	The
decentralization	 of	APIs	 and	 the	pursuit	 of	 greater	 user	 anonymity	 are	 no	 longer	 theoretical	 possibilities;	 they	 are
achievable	engineering	goals,	enabled	by	a	rich	and	rapidly	maturing	ecosystem	of	tools	and	protocols.	The	challenge



lies	not	in	a	lack	of	options,	but	in	understanding	the	nuanced	trade-offs	and	composing	these	powerful	components
into	a	coherent	and	resilient	whole.
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